Recent years have shown an unprecedented growth in the use of wireless LANs. However unlike the relative simplicity of wired Ethernet deployments, IEEE 802.11-based wireless LANs use radio-frequency (RF) data which is vulnerable to various attacks. This paper analyzes the IEEE 802.11b wireless LANs to determine variations in throughput so as to compare it for different standards. In addition the throughput is compared with a new hypothetical standard which is based on IEEE 802.11b. This paper also explores the vulnerability of these standards by simulating a popular attack on IEEE 802.11b wireless LAN. The simulations are carried in NS2 which are used to compare the total time utilized for various simulated standards. To have an enhanced insight of vulnerability of wireless LAN average time per symbol is calculated for various standards and has also been compared. Finally, we have implemented these results to derive dependency of vulnerability on key size length by obtaining a graphical and mathematical relation among them.
INTRODUCTION
Today, wireless technology is a vital component that is being implemented in almost all sorts of business and personal communication purposes. During past few years, we have witnessed the deployment of astonishing number of wireless LAN networks. This enhanced popularity of wireless networks, such as wireless LANs, is on account of ease of installation of such networks, the low investment running cost, and the mobility in comparison with their wired counterparts [1] . However, with the widespread use of wireless networks, securing data from eavesdroppers has become a great challenge. Various standards have been issued from time to time to address to the security problems associated with wireless LANs. Typically the IEEE 802.11 committee had developed an encryption mechanism known as Wired Equivalent Privacy (WEP) in the 802.11b wireless communications standard [2] [3] [4] [5] [6] ; WEP is intended to provide security is equivalent to a similar wired network and is the part of IEEE 802.11wireless networking standard for securing the Wi-Fi networks, but suffers from several weaknesses [3] [4] [5] [6] [7] .
Weaknesses in WEP
One of the key reasons of WEP's weakness is that the Initialization Vector (IV) used is very short and is reused very often [8] [9] [10] . If a hacker happens to capture two data packets with the same initialization vector, he can drudge the secret key S k .This can be done by implementing XOR operation on the two packets which can be identified by cancellation of the key stream. Once two packets encrypted with same Initialization Vector (IV) are discovered, other methods of attacks can be applied to recover plain text (T p ). Key management is another weakness which is being suffered by IEEE 802.11 standard. WEP keys tend to be long lived and also most of the wireless networks use a single key, shared among all nodes of the network. Thus entire wireless network traffic, from all users, is encrypted with the same key that increases its vulnerability. One of the public attacks against WEP exploits a weakness in RC4, when certain values of Initialization Vector (IV) are realized [7] .
Attacks on WEP
Since the network layers are common in wired and wireless networks, most of the attacks in the wired network will also work against wireless LANs. However, due to the characteristics of radio links, locating a hacker or an infected machine is always difficult in a wireless LAN. Thus it is more vulnerable to sniffing, brute force attack, worms and Trojans [10] .
Dictionary Attack
A dictionary attack exploits the basic tendency of users to use weak passwords. In this attack, the wireless LAN is subjected to defeat by determining its secret key by repeatedly trying different passwords from a standard set, which in cryptography is known as the dictionary; hence the name Dictionary Attack [11] [12] [13] . Let us consider this challengeresponse transaction between a sender S and receiver R which is commonly used in authentication protocols. In this transaction, both nodes can generate a random string. This string is transmitted to the other node so that it can encrypt the string with the key it has. The encrypted response is returned to the sender node and this is sufficient to guarantee that the peer does in fact posses the appropriate key. Let us consider a typical situation shown in Fig. 1 . In this the sender S generates a random data packet (D p ) and sends it to receiver R after encrypting it using the secret key S k . This forms a challenge for the receiver R. R decrypts, calculates D p +1 and returns it back to S after encryption. 
Brute force attack
In cryptography, a brute-force attack is a comprehensive key search that can, in theory, be used against any encrypted data. It involves systematically checking all possible keys until the correct key is found. In the worst case, complete search space may be exhausted during navigation. The key length used in the encryption determines the realistic feasibility of performing a brute-force attack. Brute-force attacks can be made less effectual by camouflaging intended sense of the data to be encoded, something that makes it more difficult for an attacker to recognize even when intruder has cracked the code [14, 15] .
ALGORITHMS
The IEEE 802.11 wireless LAN uses WEP as an encryption mechanism WEP (Wired Equivalent Privacy) commonly known as IEEE 802.11b wireless communication standard [16, 17] . WEP is applied above the physical and data link layers of the OSI reference model. The basic intention to introduce WEP was to endow wireless LANs with a security equivalent to wired counterparts. To achieve these following three goals formed the part of WEP protocol:
• Concealment: The foremost goal of WEP is to provide security to a wireless LAN from an attack.
• Access control: The second goal of WEP aims in providing an access to the network only to valid users.
• Data reliability: Here data packet from the sender reaches in a form from which information can be readily extracted by the receiver. Although WEP has provisions to achieve these goals as it uses CRC-32 for integrity check and uses RC4 cipher for encryption but the underlying algorithm was not properly implemented due to which WEP suffers various weaknesses.
Encryption Algorithm
The encryption algorithm that has been implemented in wireless LANs has a secret key S k which is shared between the sender and the receiver and is used to encrypt the transmitted data. Once the sender has a message to be sent, it is considered to be as a plaintext. The plaintext feeds checksum algorithm using the CRC (Cyclic Redundancy Check) algorithm widely used in network protocols. 
WEP Decryption Algorithm
The Decryption in wireless LANs is done using the algorithm depicted by flowchart shown in Fig. 2 . In this algorithm the secret key S k and Initialization Vector (IV) are concatenated to formulate a key, which is converted into a key sequence using RC4. The key sequence is XORed with the cipher text which results in plaintext. Now the ICV and plaintext are separated and the plaintext goes to Integrity Algorithm, constructing a new ICV called (ICV'). ICV and ICV' are compared to arrive at the decision of whether or not to accept the data packet as an information.
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SIMULATIONS AND RESULTS

Simulation Set-up
Performance Evaluation by Throughput Analysis
In this part of the section we present the Xgraphs of throughput variations with simulation time. Fig. 3 shows the variation of throughput for WEP-40 while Fig. 4 shows the throughput variation of WEP with increased key length i.e WEP-104. The variation of throughput in similar scenario for a hypothetical WEP called WEP-BGS are shown in Fig. 5 so as to understand the effect of increased key size on the throughput. Finally we compare the throughput of various algorithms in Fig. 6 by obtaining a combined Xgraph for all WEPs discussed. As observed from the graphs that after the initialization of data transfer the variation in throughput is more or less flat. 
Comparison of average throughput
From the above graphs average throughput (kbps) is found for 50 nodes used in simulation environment using total simulation time of 50 seconds. The results are plotted in Fig.  7 . As seen from Fig. 7 the maximum variation in average throughput limits up to 6 %. 
Performance Evaluation by Vulnerability Analysis
In this section we present the vulnerability analysis of the IEEE 802.11 wireless LAN. For this we have simulated dictionary attack, the most popular attack as it exploits the tendency of a user to use weak passwords. The attack is implemented on simulated IEEE 802.11b wireless LAN with different key sizes. Each simulated wireless LAN is subjected to the attack for 10 times to obtain total time to extract the key. Finally the averaged total time τ t to extract the key is found from these ten repeated observations.
Dictionary attack on WEP-40
The total time to extract the secret key S k used in WEP-40 when subjected to dictionary attack and the average time to extract each symbol per the key are provided in table 1 using following parameters.
Number of nodes used in simulation environment: 50
Number of time simulation is carried out: 10
Total simulation time: 50 seconds 
Dictionary attack on WEP-104
The total time to extract the secret key k S used in WEP-104 when subjected to dictionary attack and the average time to extract each symbol per the key are provided in table 2 using following parameters.
Total simulation time: 50 seconds. 
Dictionary attack on WEP-BGS
The total time to extract the secret key S k used in WEP-BGS when subjected to dictionary attack and the average time to extract each symbol per the key are provided in table 3 using following parameters.
Number of time simulation is carried out: 10 Average Throughput(kbps) Fig.9 shows the variation of average time per symbol for wireless LAN provided with security algorithm WEP of different key sizes. Finally the relation is found from the variation between average time taken per symbol to hack a key using dictionary attack on the most commonly used wireless LAN security standard WEP. 
CONCLUSION
In this paper we have presented analysis of a wireless LAN security with the commonly used security algorithm used by users and its vulnerability to the most popular attack with the attacker. There are two key parameters which form part of the analysis namely throughput and vulnerability. We have found that an increase in the key length does not affect the throughput of wireless LAN significantly, while some minor variations have also been observed. However, a noteworthy improvement in vulnerability is noted. We have found that total time to explore a key increase significantly with increase in key length. Finally we conclude that there is a logarithmic improvement in time to explore the key per symbol. 
